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EU General Data Protection Regulation 
 

 

 

 

ARE YOU PREPARED FOR GDPR?  

The EU General Data Protection Regulation (GDPR) is designed to harmonize data privacy 

laws across Europe, protect and empower all EU citizens’ data privacy, and reshape the 

way organizations across the region (and the globe) approach data privacy.  But, what does 

the GDPR mean to you and your organization?  Are you prepared to demonstrate 

compliance with the GDPR’s multitude of articles and provisions? 

Let STEALTHbits help you achieve and prove compliance with critical components of the 

EU GDPR by:   

1. Locating, classifying, and securing personal data covered under GDPR 

2. Automatically implementing a least privilege access model  

3. Enabling rapid response to breach scenarios  

4. Automating the generation of compliance reports  

5. Instituting effective, maintainable data security policies and measures  
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 Automatically discover where data exists across your network  

 Examine the contents of 400+ file types (including images using OCR) stored within 

Network File Shares, SharePoint Sites, Cloud Storage platforms, and Exchange, as 

well as SQL databases   

 Leverage over 350 preconfigured criteria sets aligning to general Personally Identifiable 

Information (PII), EU countries, and more  

 Search across all files containing personal data to expedite Data Subject Access 

Request (DSAR) response when a user invokes their Right to be Forgotten  

 Clean-up stale files that no longer need to be managed or maintained to reduce 

overall data scope and risk  

 Classify (tag file metadata) and/or move, delete, modify permissions, and integrate with 

other technologies to automate manual processes  
 

PRIVACY BY DESIGN  

 Understand access rights, permissions, activity, data sensitivity, ownership, and file 

metadata across unstructured and structured data sources   

 Automatically implement a least privilege access model, ensuring access rights and 

permissions are limited to only what users need at all times  

 Govern access rights through integrated Entitlement Review and Self-Service Access 

facilities, or through integration with existing Identity & Access Management 

(IAM) technologies  

 Monitor and secure Active Directory to prevent unauthorized access to data resources 

and mitigate risks associated with account compromise and privilege escalation  

 Baseline security configuration and highlight high-risk conditions often exploited in 

breach scenarios across endpoints, Active Directory, and data repositories themselves   

 

PERSONAL DATA  
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COMPLIANCE ON DEMAND  

 Automate GDPR report generation, publication, and distribution   

 Tag reports with classifications and designations for easy searching, while also 

controlling access via integrated Role-based Access Controls (RBAC)  

 Maintain a full, searchable audit trail of all file access activities, Active Directory changes, 

account authentications, and more for forensic investigations and auditors  

 

BREACH NOTIFICATION  

 Detect and alert on abnormal behavior, suspicious activities, and attempts to 

compromise account or data security in real-time   

 Integrate with existing SIEM solutions for consolidated alerting and advanced 

correlation with other network technologies  

 

 

To learn more about how STEALTHbits’ solutions can help you achieve compliance with 

the EU GDPR, please visit www.stealthbits.com/eu-gdpr.  For an interactive infographic 

detailing how STEALTHbits maps to each EU GDPR control, visit www.stealthbits.com/

preparing-for-gdpr. 

 

STEALTHbits Technologies is a cybersecurity software  company 
focused on protecting an organization’s sensitive data and the 
credentials attackers use to steal that data. ©2018 STEALTHbits    
Technologies, Inc. DS-GDPR-0318 

Schedule a Demo 

stealthbits.com/demo 

Download a Free Trial 

stealthbits.com/free-trial 

Contact Us 

info@stealthbits.com 
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